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What is Netflow?

High Performance Switching 

Traffic flow analysis



How does it work?



Flow Contents

Start / End time
Source / Destination Interfaces
Number of packets / octets
Source / Destination IP
Source / Destination PORT
TCP Flags / QoS
Source / Destination AS 



Netflow Processor

NetFlow Data Exported



Empowers 

Applications

Rich Data Set

Data mining

Imagination 



Applications

Statistics 

Network Planning & Debugging

Security 



Infrastructure

MySQL DB

NetFlow
Accounting:
• Data Switching
• Data Export
• Data Aggregation

NetFlow
Collector
• Data Collection
• Data Filtering
• Data Aggregation
• Data Storage
• File System Management

TOP50

Graphs



Tools

Top50

Netflow
Processor

Netflow
Accounting Interactive 

Graphs



Real Life

Network is slow 

Logs are gone! 

Netflow to the rescue 



Point & Click 



Portmap Scan



RPC Exploits



Multihost DOS



Console Example

Internet
1.1.1.1

The host 1.1.1.1 is a web server, 
so web traffic (TCP-WWW) is 
expected.  

This site does not send or receive 
any UDP based data



Console Example
IP packet size distribution (489639251 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .992 .000 .003 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000
512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .003 .000 .000 .000 .000 .000 .000
IP Flow Switching Cache, 8913408 bytes
Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
-------- Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 28084 0.0 1 45 0.0 0.1 11.7
TCP-FTP 172835 0.0 1 47 0.0 2.4 13.7
TCP-FTPD 2818 0.0 1 40 0.0 0.2 11.3
TCP-WWW 5551226 1.2 1 53 1.3 0.1 5.0
UDP-NTP 723 0.0 2 40 0.0 9.0 16.8
UDP-TFTP 763 0.0 3 37 0.0 10.2 16.9
UDP-Frag 25 0.0 1 40 0.0 251.4 15.0
UDP-other 169720402 39.5 1 40 46.2 0.6 11.3
ICMP 275131 0.0 10 759 0.6 7.7 14.2
IGMP 36 0.0 1789 1246 0.0 15.2 16.9
IP-other 7 0.0 19 64 0.0 18.9 17.5
Total: 176304332 41.0 2 44 113.9 0.6 11.2
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Hs9/1/0 192.168.2.51 Null 1.1.1.1 11 04A9 0017 614K
Hs9/1/0 192.168.47.72 Null 1.1.1.1 11 05F9 0017 281K
Hs9/1/0 192.168.49.52 Null 1.1.1.1 11 08EA 0017 65K
Hs9/1/0 192.168.32.18 Null 1.1.1.1 11 08EC 0017 1463K
Hs9/1/0 192.168.208.208 Null 1.1.1.1 11 0411 0017 8351K



Overview

Ability to characterize IP data 
flows

Enables IP traffic flow analysis 
without probes

Efficiently provides the 
metering base for a key set of 
applications



Thank you for your time!
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