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1. Overview

The testbed described in this document was installed in 2001 to enable the design of the QoS service for the South Wales Metropolitan Area Network (SWMAN) access routers and to confirm the behaviour of the Cisco Multimedia Conference Manager (MCM) gatekeeper and proxy.

Specifically the testbed enabled the testing of:

· the capability of the Cisco 7206 Site Access Router (SAR) to honour and queue marked traffic;

· the design of an efficient traffic policing, marking and queuing scheme.
· the capability of the proxy to mark outbound traffic with DSCP values
· the use of private network addresses behind the MCM H.323 proxy;

· the capability of the MCM H.323 proxy at call speeds above 2Mbps;

The testing comprised running known bandwidth videoconference across a test network, and then loading up that network with sufficient traffic to cause packet loss. The videoconference traffic at that point should degrade or fail. Applying priority queuing to the videoconferencing traffic on the router should allow the videoconference to continue unhindered, irrespective of the level of traffic on the links.

Considerable thought also went into how the SWMAN Access Routers could and should provide different classes of service. What was initially thought to be a fairly simple range of choices became somewhat more complex as the requirements for policing, marking and queueing became more closely defined. This document will describe the decisions and choices made in providing the overall service required.

2. Equipment Deployed

A topology of the testbed is shown in Figure 1. Equipment deployed consisted of:

· Cisco 7206VXR/NPE400 with 4 x FastEthernet ports. Cisco IP IOS version 12.2.7a;

· Cisco 3662 with 2 x FastEthernet ports. Cisco Enterprise Plus/MCM IOS Version 12.2.7a;

· Cisco 3524 switch;

· 3 PCs running RedHat Linux 7.2. Two of these ran the Real Time UDP Emitter (RUDE) and one ran the Collector (CRUDE) software. (see below for details);

· 2 Polycom 970 Videoconferencing units. One was used as the source and for this purpose had a VHS VCR connected to allow a video to be played into a videoconference.

All network links were explicitly set to be 100Mbps full-duplex.

Figure 1. Testbed Topology
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The Cisco 7206 in Figure 1 is the Site Access Router (SAR). In the SWMAN these have two campus connections, a single connection to Welsh Video Network equipment and an external WAN link – this being the link to the Cisco 3524 switch in this testbed. In the SWMAN all Site Access links are terminated on 100Mbps Ethernet connections – though some links may be provided by technology other than Ethernet.

The Cisco 3662 is the site’s H.323 Gatekeeper and Proxy. This runs Cisco MCM IOS and is responsible for managing all videoconferencing traffic entering and leaving the site. Multiple H.323 end-points may be ‘behind’ the H.323 proxy, but external connections will only see the IP address of the proxy. A Cisco router running MCM becomes, in effect, three things. It is still a standard Cisco router, capable of routing and controlling IP traffic as before, it is also a. H.323 Gatekeeper and finally it is an H.323 proxy. Each element is configured through the Cisco IOS interface independently.
3. Configuration
The router was configured with a non-routed, private network between the Polycom 970 videoconferencing end-point and the gatekeeper, and routed, public addresses on the other side. The H.323 proxy was configured to run on the public router interface. The H.323 gatekeeper can use either interface address.

When running as an H.323 proxy, outbound calls from a videoconferencing end-point are terminated at the H.323 proxy and then remade from the H.323 proxy to the outside destination. In this way a single H.323 videoconference call consists of two separate calls: end-point <-> H.323 proxy <-> destination end-point. As many colleges use Network Address Translation and/or private internal networks this testing aimed to show the ability of the proxy to manage this type of network topology correctly – where the H.323 proxy is usually deployed in parallel with the NAT host or across the private/public address boundary. Videoconferences were run between the private and public parts of the testbed – i.e. through the H.323 proxy at different bit rates.

Videoconferencing, along with real-time traffic in general, is expected to require Expedited Forwarding-Per Hop Behaviour (EF-PHB) service on transit networks. This requires the traffic to be marked with an appropriately honoured Differentiated Services Code-Point (DSCP) value. EF-PHB traffic is marked by DSCP 46. Unfortunately the Cisco MCM H.323 Proxy configuration only supports setting older IP Precedence values – meaning that remarking of packets is necessary from IP Precedence to DSCP value before the traffic leaves the router itself. Fortunately this seemed to be possible using the standard IOS QoS command structure.
The H.323 proxy was therefore configured to remark all traffic on the outgoing router interface to DSCP 46. Note that the router does not route any normal IP traffic, it only handles videoconferencing traffic – so remarking all traffic is not an issue. When the Cisco MCM Proxy code is developed to allow marking with DSCP values, the remarking will be superfluous.
At each stage of the configuration, test videoconference traffic was run to ensure no change had been accidentally introduced that degraded performance.

Site Access Routers on the SWMAN have four FastEthernet interfaces. Two of these are reserved for campus connections, one for the Welsh Video Network H.323 proxy and the final one connects to the MAN. Configuration presented few evident problems, save for the need to mark and re-mark traffic as required in the most efficient way possible in order to minimize potential load on the router.

The basic configuration needed was to:

· re-mark all traffic from the campus interfaces as DSCP 0, i.e. to Best Effort service;

· allow DSCP 46 on traffic from the H.323 Proxy interface;

· priority queue outbound DSCP 46 traffic on the MAN interface;

· priority queue outbound DSCP 46 traffic on the H.323 proxy interface;

· priority queue outbound DSCP 46 traffic on the H.323 Proxy interface.

It should be remembered that QoS queuing, marking and policing are bi-directional services – they need to be explicitly configured appropriately for traffic in both directions as the network requires.

A substantial amount of research on QoS and queuing has been done by the European wide TERENA Task Force on Next Generation Networks (TF-NGN). From this research and experience, and also using Cisco guidelines, it was decided to define three levels of queuing for the SWMAN:

· Priority EF queue for real-time-critical traffic - Voice over IP and Videoconferencing;

· Assured Forwarding (AF) queue for traffic that requires a bounded delivery rate or bandwidth – network routing updates, video streaming;

· Best Effort(BE) for all other traffic.

Bandwidth would be allocated as follows:

· The EF queue would be guaranteed 20% of the total link bandwidth;

· The AF queue would be guaranteed 15% of the total link bandwidth;

· The BE queue would be able to use 100% of the total link bandwidth in the absence of any EF or AF traffic. If EF and AF traffic both used their full capacity BE traffic would receive the 65% remaining bandwidth.

Bandwidth allocation to queues is a non-trivial issue. Mathematical modelling suggests that priority queuing breaks down completely on fully loaded links at slightly over 50% allocation. This figure would probably significantly alter with link loading and different traffic profiles. 

Experience within TF-NGN has suggested a priority EF bandwidth of 5-10% as being ideal. The SWMAN uses 20% with the intention of only allocating or utilizing half of that. This allows 100% headroom to deal with varying traffic profiles. For example, we know from previous work done by Cisco that some videoconference traffic will peak at double the nominal rate at intervals determined by the encoding used – this is due to the encoding methods used in compressing and transmitting the video data.

In general it seems that UDP traffic is more predictable in its profile while TCP traffic by its very nature can be wholly unpredictable. If TCP traffic will be used in EF or AF services it is important to understand the behaviour of the sending system. If the EF or AF service allows less bandwidth than the TCP stream expects, TCP can be expected to back-off once it experiences packet loss. Then it will ramp up until it again hits the cut-off point. This can result in ‘sawtooth’ traffic profiles that are inefficient in transferring data.

The three PCs were installed with traffic generation software, in this case RUDE and CRUDE
.

RUDE and CRUDE were designed to enable traffic profiles to be built and test traffic run across networks to these profiles. It can send a single or a number of UDP streams from an emitter to a collector with RUDE being the emitter and CRUDE the collector. Also a single emitter or collector has the ability to send and receive traffic from different hosts. 

In this testbed the software is simply used to provide enough traffic to load up the network links, and overload the outgoing interface of the router. PC1 and PC 2 were the emitters with PC1 providing approximately 70Mbps of background UDP traffic and PC2 provided an extra 50Mbps when required to overload the outgoing interface. PC3 was the collector for the traffic sourced by PC1 and PC2. 

Videoconferencing traffic was run at a nominal 768kbps. As the focus of the trials was on the performance of the priority queuing and the effect of network loading on videoconferencing traffic, the data being collected on PC3 was not analysed – simply discarded.

The effect on videoconferencing traffic was measured purely subjectively. Some research has been published on the effects of objectively measured packet loss, latency and jitter on subjectively monitored videoconferences, but in this case the results were expected to be obvious to an observer watching the destination of the videoconference.

A video was selected that has significant motion in most of the frame – and this was used as the test transmission and fed into the source Polycom 970. The destination Polycom 970 was monitored and watched during the trials.  

4. Configuration Commentary

The full configuration files for the Site Access Router and the H.323 Proxy are shown in Appendix A. Site specific and general configuration detail has been removed, leaving only those entries that apply to QoS.

This section aims to explain the operation of each of these entries in the configuration files.

To configure QoS on a Cisco router there are three steps required:

· Create classes and select traffic for them using the class-map command structure.
· Set policies that will apply to classes using the policy-map command structure.
· Apply a policy to an interface in a given direction using the service-policy command.
Class Maps

Classes are created using the IOS class-map command. Four classes of traffic are created:

· VVOIP

This is outbound traffic that requires EF type queuing

· AF

This is outbound traffic that requires AF type queuing

· REMAP
This is outbound traffic that required remarking

· IN

This is inbound traffic that requires EF type queuing

The AF class takes traffic which is currently marked as DSCP 48 and matches access-list 190. Access list 190 matches traffic originating from the external interface itself. At the moment this class only matches routing update traffic originated from the MAN facing interface. Later use is expected to be for video streaming or other applications that require bounded bandwidth.

class-map match-all AF 
  match ip dscp 48 
  match access-group 190 

The IN class takes traffic incoming from the MAN which is already marked as DSCP 46. This is aimed at collecting videoconferencing traffic from other Welsh Video Network sites
. 
class-map match-all IN 
  match ip dscp 46 
  match input-interface FastEthernet0/0 
The REMAP class catches all traffic coming from the router’s ‘campus’ facing interfaces. This may include traffic already marked by various application and needs to be remarked to stop this ‘unauthorized’ traffic entering the priority queues.


class-map match-any REMAP 
  match input-interface FastEthernet2/0 
  match input-interface FastEthernet2/1 

The VVOIP class catches DSCP 46 traffic coming in from the Welsh Vide Network interface, i.e. from the H.323 proxy.

class-map match-all VVOIP 
  match input-interface FastEthernet0/1 
  match ip dscp 46 

Policy Maps

Once the traffic has been classified, policies are defined using the policy-map command which specify the treatment that should be applied to traffic in each class. 
Two policies are created here, one for outbound traffic leaving the site towards the MAN, and one for traffic inbound from the MAN.

A number of assumptions are made and restrictions placed on the campus and wider networks:

· It is permissible to remark all campus traffic to DSCP 0, i.e. to the best effort service, without having any negative effect on that traffic
.
· All edge routers will be configured in the same manner. This means that traffic on the MAN will be restricted to DSCPs 0, 46 and 48. See note
. 

· DSCP marked traffic entering the MAN from SJ4 will be trusted, as SJ4 is implementing a remarking policy at all its ingress points.

The effect of these restrictions is that access to QoS streams should be well controlled at the edges of the network. This makes provisioning in the core, and at the edges for incoming traffic, easier as policing traffic is not required at these points. It can be summarized in a way by saying that if all edge sites in a network, or group of networks, police on egress into the core of the network, policing in ingress is superfluous.

The policies defined enable:

· Class VVOIP to receive EF priority queuing with a guaranteed bandwidth of 20Mbps;
· Class AF to receive AF guaranteed bandwidth of 20% of the remaining bandwidth;
· Class REMAP to be re-marked to DSCP 0;
· Class ‘class-default’ which is an inbuilt class for traffic not in any other class to be remarked to DSCP 0;
· Class IN to receive EF priority queuing with a guaranteed bandwidth at 20Mbps.
The MAN policy map defines the treatment for traffic leaving the site towards the MAN i.e. it is intended to define the behaviour of outbound traffic on the MAN router interface. Note these commands will have no effect on traffic until the policy is bound to an interface with the service-policy command (see later).

!

! Create a new policy MAN – will be applied to outbound traffic
policy-map MAN 
  ! Class VVOIP receives 20Mbps priority (EF) bandwidth

  class VVOIP 
    priority 20000 

  ! Class AF receives 20% of the remaining available bandwidth (i.e. approx 15Mbps if EF class is full)

  class AF 
   bandwidth percent 20 
  ! Class REMAP sets the DSCP value of all traffic in the class to DSCP 0 i.e. Best Effort service

  class REMAP 
   set ip dscp 0 
  ! Any other traffic that has not yet been caught is also explicitly set to DSCP 0

  class class-default 
   set ip dscp 0 
!
!

! Create a new policy WVN – will be applied to traffic outbound on the WVN interface i.e. incoming

! videoconferencing traffic heading towards the H.323 proxy
policy-map WVN 
  class IN 
    priority 20000
!

! 
 
Applying the policies
Policies are applied to traffic per interface per direction. The same policy can be used on a number of interfaces as required. The SWMAN has defined two policies, one for outbound traffic (MAN) and one for inbound traffic with a destination of the H.323 proxy.

The MAN policy is applied in an outbound direction on the MAN interface and the WVN policy is applied in an outbound direction but on the internal H.323 proxy facing interface. The purpose of the WVN policy is to prevent campus traffic with DSCP 46 being able to flood the interface towards the H.323 proxy. It would also have been possible to remap campus traffic coming into the campus interfaces, however, on balance it was decided to allow campus traffic to transit the interfaces transparently. Some sites use these interfaces as the midpoint of their academic and administrative networks – and traffic load may be high in these cases. Only processing traffic on the MAN and H.323 Proxy interfaces leaves the campus interfaces to run as fast as possible.

Policies are applied using the service policy command.

! SWMAN facing interface 
interface FastEthernet0/0 
 … 
  service-policy output MAN 
  …
! 
! WVN Gatekeeper and H.323 proxy facing interface 
interface FastEthernet0/1 
 …
  service-policy output WVN 
  …
5. Results

H.323 Proxy
H.323 videoconference calls were successfully made from a non-routed, private network through the H.323 proxy to the external public, routed network. The H.323 calls terminated and were remade from the proxy, with the destination only seeing the proxy IP address as the source H.323 address. It must be remembered that calls will be set up from the end-point to the H.323 proxy address – and the H.323 proxy address is generally the external facing interface. IP routing must be configured appropriately or traffic will tend to flow around the H.323 proxy, going in to and out of of the external interface rather than in to the internal interface and out of the external one as intended. If the H.323 proxy is also the default gateway for the end-point, this is simplified.
Calls were also successfully made through the proxy at speeds up to 4Mbps. Cisco only state that call speeds up to 2Mbps are supported, though in practice the proxy seems agnostic towards actual call speed. CPU usage was measured on the MCM router during a 4Mbps conference, and was not found to have significantly increased from at-rest load.

The marking and re-marking of traffic on the H.323 proxy was successful. Packets coming from the proxy were correctly set to DSCP 46.
Congested Network Without QoS
With a 768kbps videoconference in progress, 70Mbps of traffic from PC1 was applied to the router and no effect was noted on the quality of the videoconference. PC2 then injected 50Mbps of traffic and the videoconference immediately degraded substantially and then after 5-10 seconds usually failed.

Congested Network with QoS (EF-PHB) implemented
The test was then repeated with priority queuing enabled on the outgoing interface. This time when PC2 injected its traffic there was no effect on the videoconference. This was repeated a number of times with different traffic levels and the result was always the same. Enabling priority queuing allowed the videoconference to continue at all traffic levels that could be generated, up to approximately 90Mbps from each of PC1 and PC2.

Observations
During the testing it was noted that the order of marking and policing in the QoS configuration could be improved, and these changes were implemented and tested. These all related to the order in which traffic was processed rather than the overall queuing configuration.

For interest, the minimum EF bandwidth required to support a 768kbps videoconference was checked. The cut off between no perceptible effect and marginal degradation of the video was found to be with an EF bandwidth of 900kbps with no burst configured. Below this value the quality degraded noticeably.

Sample configurations of the Cisco Equipment can be found in Appendix A.

5. Conclusion

All the equipment deployed in the testing behaved in the manner expected. The testbed allowed confidence to be built in the solution that was then presented to the SWMAN Technical Group and was then adopted for installation in all SWMAN Site Access Routers.

On installation, the only issue that arose was with some routers that had not been upgraded to the recommended IOS version. Upgrading the IOS solved these issues.

6. Future testing

Currently all SWMAN Site Access Routers mark, police and queue traffic as described in this document. The core network consists of four Riverstone switch-routers which currently only provide a Best Effort service. Up until recently, work on the core of the network has primarily focussed on providing high availability and developing services such as IP Multicast. During Summer 2003 another testbed will be built consisting of primarily Riverstone equipment, which will be used to configure and test priority queuing and policing policies for these core routers. It is intended to deploy the QoS service on the core SWMAN routers before the start of the next academic term.

It is also likely, as mentioned in the text, that the current policy of remarking all non videoconferencing traffic to DSCP 0 will change to allow certain values or groups transparency across the network.

More work also needs to be done on profiling traffic that may need to use EF or AF services. It is hoped that some of this work will also be done during Summer 2003. Specifically this will aim to look at the burstiness of videoconferencing and video streaming traffic
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Appendix A: Sample Router Configurations

Site Access Router QoS sample configuration. See 
ip cef 
! 
! Classify traffic: 
! 
! Premium stream                VVOIP 
! Assured Stream                AF 
! Other traffic that needs re-mapping - REMAP 
! incoming from MAN     IN 
! 
class-map match-all AF 
  match ip dscp 48 
  match access-group 190 
class-map match-all IN 
  match ip dscp 46 
  match input-interface FastEthernet0/0 
class-map match-any REMAP 
  match input-interface FastEthernet2/0 
  match input-interface FastEthernet2/1 
class-map match-all VVOIP 
  match input-interface FastEthernet0/1 
  match ip dscp 46 
! 
! 
! Define policies for classes created above 
! 
! VVOIP 
gets 20Mbps (assuming 100Mbps link speed) 
! AF            
gets approx 15% of remaining 
! REMAP         
re-mark to dscp 0 
! class-default
re-mark to dscp 0 
! 
! IN            
20Mbps out of WVN interface 
! 
policy-map MAN 
  class VVOIP 
    priority 20000 
  class AF 
   bandwidth percent 20 
  class REMAP 
   set ip dscp 0 
  class class-default 
   set ip dscp 0 
policy-map WVN 
  class IN 
    priority 20000 
! 
! 
! 
! SWMAN facing interface 
! 
interface FastEthernet0/0 
 ip address x.x.x.x x.x.x.x 
 service-policy output MAN 
! 
! 
! WVN Gatekeeper and proxy facing interface 
! 
interface FastEthernet0/1 
 ip address x.x.x.x x.x.x.x 
  service-policy output WVN 
! 
! 
! Two campus facing interfaces 
! 
interface FastEthernet2/0 
 ip address x.x.x.x x.x.x.x 
interface FastEthernet2/0 
 ip address x.x.x.x x.x.x.x 

!

!

! Access list 190 - allows router to send protected updates in dscp 48 AF class 
! Update with the IP address of the MAN facing interface 
access-list 190 permit ip host x.x.x.x any 
! 

Configuration B:

Sample Cisco MCM proxy configuration: remarks all traffic leaving the gatekeeper on the outward facing interface to DSCP 46

! IP CEF is required on Cisco 3662 for QoS
ip cef

!

! Define a Class called PROXY, and allow certain traffic into the Class – in this

! case allow all traffic that matches Access-list 190 into the class. In the interface

! configuration, the fa0/0 interface is defined as the H.323 proxy interface. This

! means that all traffic leaving the H.323 proxy process will come from the IP

! address of that interface.
class-map match-all PROXY

  match access-group 190

!

! Define a policy specifying what we want to do to the traffic in the Class

! called PROXY. In this case set the DSCP value to EF (46) 
policy-map WVN-PROXY

  class PROXY

   set ip dscp ef

!

! The policy map needs to be applied to an interface using the service-policy command

! in order to function. In this case the policy is applied to traffic outbound on the interface.

! This interface is also defined as the h323 proxy interface.

interface FastEthernet0/0

  ip address 10.10.10.1 255.255.255.248

    service-policy output WVN-PROXY

    …

    h323 interface
!

! The Access list is used by the Class-map command to allow traffic into the Class

access-list 190 permit ip host 10.10.10.1 any
� http://rude.sourceforge.net


� It is hoped that all JANET videoconferencing traffic will be able to use EF streams. The UKERNA H.323 Architecture Report suggests that this should be provided between sites and MCU infrastructure within SJ4


� Some issues had been noted after remarking policies were applied in some networks, however these seem to have been attributed to certain non-standard applications and no such effects have been noted in our roll-out or elsewhere.


� This policy is under review and is likely to change after summer 2003. At that point it is probable that the MAN will ‘reserve’ certain DSCP values, e.g. EF, all AF, LBE and all the ‘near’ mappings for IP precedence values, but will allow transparency to all other values. Alternatively it may allocate a block and say that DSCP values in that block will have transparency, but the MAN reserves all other values. It is hoped that this can be linked to policy in SJ4 and GÉANT.
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