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Deliverable 1

1. First Steps
The routers that form the core of NetNW and the route into the University of Manchester campus are all Cisco 6500s, which it was discovered need Native IOS (as opposed to the Hybrid OS) to be used for full QOS capabilities: A version of the Native IOS was chosen based on appropriate feature set and stability. Unfortunately when the upgrade process was already underway, a QOS-related bug came to light for that version of IOS which meant that it was necessary to provision time for further upgrades to these routers. The current target is to have the core of NetNW and the route into the University of Manchester campus core running this required family and version of code (Native Version 12.1(19)E1) by the end of the first week in August.
2. Instrumentation
A policy map was set up on the interfaces of the core NetNW core router (gw-nnw) to gather information on what DSCP values are being seen in packets passing through this core router. This worked well for the POS interfaces, but a bug was discovered which meant that all counters on the gigabit links remained at zero. Attention was then turned to Netflow to gather this information: It seems to work well (custom software has been written for collating and manipulating the data collected to view it in a useful form) and has the advantages that it keeps the measurement separate from the QOS configuration and allows information down to the individual flow level including port information (which means that it will help in working out what applications might be setting these values).

The instrumentation phase has now been carried out. For a two week sample taken from the beginning to mid July, the following percentages of different DSCP values were observed for gw-nnw ingress traffic:
· Premium 


0%
· Quasi-Premium 

1.4000x10-9%
· Best Efforts 


99.99648%
· Less than Best Efforts 
4.65170x10-6%
· Network Control 

3.5104191x10-3%
· Other 



3.7516x10-6%
During testing of the policy map instrumentation earlier in the year, it was noticed that, from samples spanning a few days at a time, non-BE traffic accounted for up to about 5% of traffic (mostly ‘Other’ with fractions of a percent for each of Premium, Quasi-Premium, LBE and Network Control): The difference in percentages would logically be explained by the fact that the official readings were taken just as the summer term was ending when previous test readings had been taken mid-term.
Before starting to affect the traffic coming through gw-nnw, some time will be spent trying to determine why some machines are setting non-zero DSCP values (Netflow should make this easier to do since it provides source and destination IP addresses and ports for each flow of traffic with an ‘interesting’ DSCP value). Values of note so far are:
· 4 (seems to be Unix boxes setting this value)
· 8 
· 15, 24, 28, 32

· 40 (possibly video conferencing kit setting an IP precedence value of 5).
· 46 (Not seen at present, but will be revisited during term time when traffic with this DSCP value presumably will resume).
3. Experiments
Current thoughts on QOS experiments to be investigated: 
· AccessGrid: The UK AG community are already gathering network statistics for some AG nodes (courtesy of Mark Leese at Daresbury Laboratories) for unicast and multicast traffic at Manchester, Newcastle and Oxford Universities (including jitter and delay statistics), which hopefully can be used to gauge any improvements when QOS is implemented. 

· Richard Hughes Jones from High Energy Physics at the University of Manchester is working on a project with CERN that will involve some Premium and LBE experimentation from Manchester through JANET to CERN.

· Robin Tasker from Daresbury Laboratories is interested in some H323 experiments (details not yet known). 

· BMAS will be looking into QOS on low bandwidth links: This will be looked at by both the BMAS and QOS team at Manchester.
· Use of Voice over IP to test links that being saturated by test data.
In addition, it is intended that all traffic coming from University of Manchester from student Halls of Residence be remarked to LBE.

4. Configuration
We intend to roll out QOS in the following steps:

· Enable QOS on gw-nnw [done]. This simply involves adding the global command ‘mls qos’ to the router configuration.
· Use policy maps and netflow to perform instrumentation on gw-nnw [done]. The commands on gw-nnw to enable Netflow flows to be exported are:
· mls flow ip interface-full

· mls nde sender version 5 

· ip route-cache flow (on each of the routed interfaces).
· ip flow-export version 5 peer-as

· ip flow-export destination <IP address of collecting PC> 9995

A single policy map for all interfaces was used to match each of the DSCP values and then perform a simple action (i.e. explicitly trust this traffic) so that the traffic levels for each code point could be counted (Premium, Quasi-Premium, LBE and Network Control were treated separately, all the other values were lumped together as ‘Other’). As mentioned, a bug in the IOS meant that for gigabit modules all counters remained at zero. However, after having moved over to using Netflow, it was discovered that had another action been associated with each policy match (e.g. setting a rate limit such that no traffic was actually remarked or dropped) then the policy map method of counting the traffic would have worked correctly (i.e. the bug only related to the use of ‘trust’ as the only action). 
· Examine instrumentation data collected to try to establish why some end devices are setting non-zero DSCP values.
· Apply policy maps on gw-nnw to affect traffic, i.e.
· Trust Premium traffic from registered devices within NetNW;
· Trust LBE and BE traffic;
· Remark all other traffic to BE;
· For premium traffic coming into NetNW, only trust it iff it is going to a registered device.
The initial thought on how this will be done is that all ports be set to ‘untrust’ ingress traffic, the default result of this being that traffic is remarked to BE. This, in turn, would mean that a policy map would need only to override this default action in order to trust all LBE traffic and Premium traffic coming from registered devices (i.e. from IP addresses matched within an Access Control List).  If the policy map actually sets the DSCP value of valid Premium traffic to 46 (as opposed to simply trusting it), then for any devices that do not have the ability to set the DSCP value in software, their traffic will be set automatically at the router (note that this is not the ideal solution since it would mean that all traffic from these IP addresses would be treated as Premium: This needs to be considered further).
· Start to place traffic into queues on gw-nnw. This needs to be investigated further, but will involve a single priority queue and at least one other standard queue.
·  Roll this configuration out to the whole of the NetNW core and into the University of Manchester once we are happy that IP service is functioning acceptably.

5. Monitoring
Thoughts on monitoring to be performed:
· SNMP data: Data rates in and out and CPU utilisation levels which can graphed.
· Use of Netflow data, collated into lists and graphed.
· Router counters (as a sanity check and where data by other means is not possible or practical).
· Other Cisco or third party utilities that might help us collect statistics on a per queue or DSCP value basis (bandwidth, delay, jitter or drop).

